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Agenda

• Response Overview

• Demo
• Threat Intel Center
• Asset Groups 
• Approval

• Resources
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Alert Logic: A New Response Equation

Context

X

Automation
Define application environments and 
associated risks.

Focus efforts on most critical 
environments first

Measure progress

Automate response to routine 
incidents = 

Adaptive Security

Disrupt kill chain early

Bring work in balance with 
resources

Built for the Cloud
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Examples
• Investigate Analytics

• Filter
• Search
• Customize List

• Possible Response Actions and Parameters
• Quarantine {victim}
• Block {attacker}

Threat Intel Center

Definition
• BETA covers Alert Logic Analytics content 

for incidents and observations
• View and understand incident analytic 

properties to be used as triggers for 
Automated Response:

• Name and Summary
• Description and Recommendation
• Threat Level
• Threat Classification
• Log Sources and Log Message Types
• IDS Signatures
• Response Actions and Parameters
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Examples
• Compliance

• My PCI Environment
• My HIPAA Environment
• My Compliance Environment (PCI + HIPAA)

• Application
• My e-Commerce application
• My back-office applications
• My SaaS applications

Asset Groups

Definition
• A set of hosts, containers, or services that 

share common characteristics
• Membership changes dynamically over 

time such as:
• Auto-scaling instances
• Containers
• New microservices
• New marketing application
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How Context Influences Action

• Is Joe’s laptop compromised or is it the CFO’s?
• Is it the T-shirt giveaway registration app or the e-commerce system?
• Is it a service that has access to PHI?  Cardholder data?

Risk to the Business

Urgency of Response Automated Action that is Appropriate
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Built for the Cloud

Alert Logic: A New Response Equation

Context

X

Automation
Define application environments and 
associated risks.

Focus efforts on most critical 
environments first

Measure progress

Automate response to routine 
incidents = 

Adaptive Security

Disrupt kill chain early

Bring work in balance with 
resources

Embedded SOAR
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Trustable Automation
Stage 1: Human Approval Stage 3: Automation Auditing

• Trust but verify• Review before automation 
acts

Stage 2: Automation with 
Guardrails

• Whitelist key assets to avoid 
automation gone awry

Rollback
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Human Approval Made Easy
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Contextual, Risk-based Automation

Human Approval

• Review before automation 
acts

High Risk Environments
Mission Critical and/or 

Complex

Full Automation

• Periodically audit after 
automation acts

Low Risk Environments
Some Tolerance of Downtime 
and/or Simple Environments

Determine where and how playbooks 
should act based on risk analysis

Configure an asset group to define the environment for playbook 
action
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Demo



12

About the Beta Environment

Disable User 
Account

Block Attacker

Platform Approval OutcomesPlaybook
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Threat Intel Center
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Threat Intel Center (Getting Started)
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Threat Intel Center Landing Page
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Customize Table
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Filter Analytics List
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Search Analytics List
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Open Analytic Details
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Asset Groups
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Asset Groups (Getting Started)
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Asset Groups Landing Page
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Adding an Asset Group
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Adding an Asset Group (Step 1)

1

2

3
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Adding an Asset Group (Step 2)
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Adding an Asset Group (Step 3)

1



27

Adding an Asset Group Inclusions (Step 4)

1

2
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Adding an Asset Group Exclusions (Step 5)

1

2
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Adding an Asset Group (Step 6)
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Working with Asset Group Expressions

1

2
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Creating Linked Asset Groups 
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Creating Linked Asset Groups (cont)

1

2

3
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Creating Linked Asset Groups (cont)

1

2
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Creating Linked Asset Groups (cont)
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Asset Groups and Exposures
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Asset Groups and Exposures
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Asset Groups and Health

1
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Asset Groups and Health

1

2

3
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Getting Started from the Dashboard (Playbook)
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Defining the Playbook

Click here to get started
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Defining the Playbook (cont)

1

2

3
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Defining the Playbook (cont)

1

2
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Defining the Playbook (cont)



44

Defining the Playbook (cont)

1

2
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Defining the Playbook (cont)Defining the Playbook (cont)

1

Creating a Task
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Defining the Playbook (cont)

1

We currently have 26 tasks and
we are going to select Email
Approval Request
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Defining the Playbook (cont)
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Defining the Playbook (cont)

1

Creating a Condition 
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Defining the Playbook (cont)

3a

2

1

3b



50

Defining the Playbook (cont)

TBA
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Defining the Playbook (cont)

TBA
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Defining the Playbook (cont)

1

2

2

2
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Defining the Playbook (cont) 

1
2

3
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Defining the Playbook (cont)
1
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Defining the Playbook (cont)

1

2

3
3

4 4
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Defining the Playbook (cont)
1
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Defining the Playbook (cont)

1

2

3
3

4 4
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Validating a Playbook
1
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Testing a Playbook
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Setting a Playbook in Motion
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Setting a Playbook in Motion (cont)

Select Incident
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Setting a Playbook in Motion (cont)



63

Setting a Playbook in Motion (cont)

2

Select Medium

1
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Setting a Playbook in Motion (cont)

3
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Upcoming Notifications Change 

Transferring this step to 
the Playbook
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Relocation of (Threat Rating, Classification, Asset 
Groups, etc. to the Playbook)
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Setting a Playbook in Motion (cont)
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Running an on-demand Playbook
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Running an on-demand Playbook

1
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Setting a Playbook in Motion (cont)

2
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Setting a Playbook in Motion (cont)

3

4
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Setting a Playbook in Motion (cont)
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Executing the Response Action (Email)
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Response Incident Update



75

Playbook History



76

Playbook History (cont)

1

2

3

4
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Playbook History (cont)

1
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Inquires (Pending Playbooks) 
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Inquires (Pending Playbooks) 

1 2 3
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Questions
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• Alert Logic Beta Forum
• Beta Support - Requires Login

• Technical documentation
• Threat Intelligence
• Asset Groups
• Automated Response

• Video
• Beta Kick-off On-Demand Webinar
• YouTube: Alert Logic Automated Response Overview

Resources

https://support.alertlogic.com/hc/en-us/community/topics/360001981511-Automated-Response-Beta
https://docs.alertlogic.com/analyze/threat-intel-center/threat-intelligence-center-beta.htm
https://docs.alertlogic.com/configure/asset-groups.htm
https://docs.alertlogic.com/respond/automated-response.htm
https://event.on24.com/eventRegistration/EventLobbyServlet?target=reg30.jsp&referrer=&eventid=2935934&sessionid=1&key=E383D02994981CD3ACCB754185965162&regTag=&V2=false&sourcepage=register
https://www.youtube.com/watch?v=lVYvEsr0kJ4&feature=youtu.be
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Thank You



83

Simple Workflow
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Complex Workflow


